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THONG BAO BAO MAT CUA
NGAN HANG SINOPAC - CHI NHANH THANH PHO HO CHi MINH

PRIVACY NOTICE BY BANK SINOPAC HCMC BRANCH

Quyén riéng tw cia Quy khach rat quan trong véi chung téi. Dé tang cwéong viéc bao vé quyén riéng
tw ctia Quy khach va tuan tha Nghi dinh 13/2023/ND-CP vé bao vé dir liéu ca nhan, Ngan hang
SinoPac - Chi nhanh thanh phd H6 Chi Minh (“BSP” hoé&c “chung t6i”) dwa ra Théng Bao Bao Mat
(“Théng Bao”) nay dé duy tri sy an toan, toan ven va do chinh xac cla di liéu ca Quy khach nhw
mot phan trong cam két clia ching t6i véi Quy khach.

Your privacy is important to us. To better protect your privacy and in compliance with Decree
13/2023/ND-CP on Protection of Personal Data, Bank SinoPac - Ho Chi Minh City Branch (“BSP” or
“‘we”, or “us’) provides the Privacy Notice (“Notice”) to maintain the safety, integrity, and accuracy
of your data as part of our commitment to our customers.

Thoéng bao dwoc lam bang song ngit, tiéng Viét va tiéng Anh. Trong treéng hop cé sy khéng thdng
nhét gitra hai ban Théng bao, ban tiéng Viét sé dwoc wu tién ap dung.

The Notice is made in bilingual, Vietnamese, and English. In the event of any inconsistency between
two versions of the Notice, the Vietnamese version shall prevail.

A. PHAM VI CUA THONG BAO NAY/ SCOPE OF THIS NOTICE

Théng Bao nay cau thanh mét phu luc clia hgp déng dich vu cho tirng san phdm hodc dich vu ma
Quy khach dbng y cho BSP cung cép va duwgc coi nhu mét phan clia céac diéu khoan va diéu kién
chung clia nhixng hop ddng doé. Bang cach dang ky hodc st dung cac san pham hoac dich vu cla
chuing t6i hodc béng cach cho chung t6i quyén truy cap vao di¥ liéu ca nhan ctia Quy khach, Quy
khach chap nhan chinh sach va théng lé dwoc mé ta trong Théng Béo nay.

This Notice constitutes an appendix to the service contract for each product or service you have
authorised with BSP and is included as a part of the general terms and conditions of those
agreements. By applying for or using our products or services or by giving us access to your personal
data, you accept the policy and practises described in this Notice.

Thong Bao nay gidi thich/ This Notice explains:

e Muc dich xtr ly di¥ liéu ca nhan ctia Quy khach
Purpose of processing your personal data

e Loai di¥ liéu ca nhan duoc sir dung cé lién quan dén muc dich xt ly
Type of personal data used is related to the processing purposes

e  Cach thrc x ly di¥ liéu ca nhan clia Quy khach
Method for processing your personal data

e Thong tin vé cac td chirc, ca nhan khac cé lién quan t&i muc dich x ly
Information on other organisations and individuals related to the processing purposes

e Hau qua, thiét hai khéng mong mudn c6 kha nang xay ra
Consequences and unexpected damages that are likely to occur

e Thoi gian bét diu va thoi gian két thic xi ly div liéu
Start time and end time of data processing
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e Quyén va nghia vu ctia Quy khach
Your rights and obligations

e Cac bién phap bao vé di¥ liéu ca nhan ctia Quy khach
Measures for protection of your personal data

Lién quan dén di liéu ca nhan ma chung toi thu thap dwoc tir Quy khach hoac do két qua cta viéc
twong tac gilra ching t6i v&i Quy khach, ching téi thire hién viéc x ly div liéu voi tw cach la bén
kiém soat va bén xt ly di¥ liéu ca nhan. Didu nay cé nghia rang, véi tw cach la bén xt ly dir liéu ca
nhan, ching t6i trwc tiép xt ly di liéu ca nhan ciing nhw quyét dinh muc dich va phuwong tién xir ly
di liéu do.

In relation to the personal data we obtained from you or as a result of our interactions with you, we
both operate as personal data controller and personal data processor. This means that, in our
capacity as the personal data processor, we directly process the personal data, as well as decide
the reasons for and the methods by which it is handled.

Dé tranh nham Ian, Théng B&o nay chi ap dung dbi v&i khach hang ca nhan hodc bén thi ba 1a thé
nhan la ngwoi Viét Nam/ Ngudi nwdc ngoai cw tru tai Viét Nam, hodc nguwoi Viét Nam dinh cw &
nwédc ngoai. Bang viéc cung cép di liéu ca nhan ctia mét bén thér ba (chdng han nhw théng tin cua
nguoi phu thuébc, vcy/chéng, con cai va’hoac cha me, nhan vién, hoac ca nhan khac) cho chung ti,
Quy khach cam doan rang Quy khach da cé dwoc sy dong y cla bén thir ba d6 cho viéc xt ly cac
thong tin ca nhan cho cac muyc dich dwgc néu tai van ban nay.

For the avoidance of doubt, this Notice is applicable only if you or the third party are a natural person
who is Vietnamese/ Foreigner residing in Vietnam, or Vietnamese residing abroad. By providing
personal data relating to a third party (e.g., information of your dependent, spouse, children and/or
parents, employees, or other individuals) to us, you warrant that the consent of that third party has
been obtained for the processing of the personal data for the purposes listed herein.

B. NOI DUNG CUA THONG BAO/ CONTENT OF THIS NOTICE
1. Muc dich xt ly div liéu ca nhan ctia Quy khach
Purpose of processing your personal data

Chung t6i ¢6 thé x& ly di¥ liéu ca nhan clia Quy khach, bao gdm nhwng khéng gi¢i han, cho nhirng
muc dich sau:
We may process your personal data for the following purposes, including but not limited to:
e xac minh danh tinh ctia Quy khach va ddm bao bdo mat di¥ liéu ca nhan cliia Quy khach;
verify your identity and ensure the security of your personal data;
e dé danh gia va xt ly (cac) don dang ky/yéu cau cla Quy khach dbi véi bat ky sén phdm hoac
dich vu ndo dworc ching t6i cung cap hoac phan phéi;
to assess and process your application(s)/request(s) for any of the products or services offered
or distributed by us;
e dé tra 1&i cac cau héi va khiéu nai clia Quy khach va dé giai quyét tranh chap noi chung;
to respond to your enquiries and complaints and to generally resolve disputes;
e dé quan ly va duy tri (c4c) tai khoan va trang thiét bi ma Quy khach cé véi chung téi;

to manage and maintain your account(s) and facility(ies) with us;
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e détaora, phat trién, van hanh, cung cip va cai thién cac san pham va dich vu cla ching toi;
to create, develop, operate, provide and improve our products and services;

e cho muc dich déi thwéng, tdng qua. Trwdng hop Quy khach tham gia rat thdm may man,
chwong trinh dy thi cé thwdng hoac hoat dong khuyén mai twong tw, chang téi hoac két hop
v&i cac dbi tac clia chung toi ¢ thé st dung théng tin dworc Quy khach cung cap dé tién hanh
nhirng hoat déng ké trén;
for reward redemption fulfilment, gift delivery. If you enter a lucky draw, contest or similar
promotion activity, we or in conjunction with our partners may also use the information you
provide to conduct these activities;

e dé cung cép thong tin, d& nghi va tién hanh cac hoat dong tiép thi va quang ba dén Quy khach
bat ky san pham, dich vu, wu di hodc sw kién nao do ching tdi va cac déi tac kinh doanh cla
chung téi cung cp ma chung t6i cho rdng Quy khach co thé quan tam;
to provide information, offer and conduct marketing and promotion, to you any products,
services, offers or events provided by us and our business partners that we think may be of
interest to you;

e gWi cac thdng bao c6 lién quan dén viéc str dung san phdm hoéc dich vu, chang han nhw théng
bao vé viéc tiéu dung va thay ddi diéu khoan, diéu kién va chinh sach;
to send notices which affect the use of products or services, such as notices about consumption
and changes of terms, conditions and policies;

e dé danh gia tinh trang tai chinh va do tin cay vé tin dung ctia Quy khach dé chung t6i cé thé can
nhéc viéc cung cp hoac tiép tuc cung cip bat ky san phadm va dich vu ndo clia chung t6i toi
Quy khach;
to verify your financial standing and creditworthiness to enable us to consider whether to provide
or continue to provide to you any of our products and services;

e dé tuan tha cac nghfa vu va yéu cau do ching téi dat ra theo thei gian bdi bat ky van phong tin
dung hodc dich vu chia sé thong tin tin dung nao ma chuing téi la thanh vién hoac nguwdi dang
ky;
to comply with obligations and requirements imposed by us from time to time by any credit
bureau or credit information sharing services of which we are a member or subscriber;

e cho cac muyc dich bao cao tai chinh, bao cao theo quy dinh, bao cao quan ly, kiém toan, tuan
tha va quan Iy rai ro (bao gdm giam sat rdi ro tin dung);
for financial reporting, regulatory reporting, management reporting, audit, compliance and risk
management (including monitoring credit exposures) purposes;

e lién quan dén viéc thyc hién cac nhiém vu va nghia vy clia chung toi trong trwéng hop ching
t6i tim dén sw tw van hodc tw van chuyén nghiép, bao gébm ca tw van phap ly.
in connection with the performance of our duties and obligations when seeking consultancy or
professional advice, including legal advice.

e dé tién hanh tam kho4, phong tod hodc déng thé/tai khoan/giao dich;
to perform card/account/transaction suspension, blockage or closure

e cho b4t ky muc dich nao khac duwoc yéu cau hodc cho phép bdi bat ky luat, quy dinh, hwéng
dan va/hodc co quan quén ly co lién quan nao, bao gdm nhwng khéng gi¢i han dé phat hién,
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ngdn chan, va diéu tra téi pham, tAn cong, hodc cac vi pham bao gém gian lan, rira tién, tai tro
khting b va héi 16;

for any other purpose that is required or permitted by any law, regulations, guidelines and/or
relevant regulatory authorities, including but not limited to detect, prevent, and investigate crime,
offences, or breaches including fraud, money laundering, terrorist financing, and bribery;

e dé thuc hién cac hoat dong khac cé lién quan dén viéc cung cap, van hanh, x ly va quan ly
cla ching t6i déi v&i cac san pham va dich vu dén cho Quy khach va dé phuc vu cac muc dich
khac ma chung téi cho la phu hop tai tirng thoi diém; va/hodc
to undertake other activities in connection with our provision, operation, processing, and
administration of products and services to you, and to serve other purposes that we deem
appropriate from time to time; and/or

e doan phim tlr may quay giam sat, trong trwéng hop cu thé, ciing cé thé dwoc sir dung cho cac

muc dich sau day: (i) cho cac muc dich dam bao chét lwong; (i) cho muc dich an ninh cong
cdng va an toan lao doéng; (iii) phat hién va ngan chan viéc str dung dang ngé, khéng phu hep
ho&c khéng dwgc phép cla cac tién ich, sdn pham, dich vu va/hodc co s& cla chuing téi; (iv)
phat hién va ngan chan hanh vi pham t6i; va/hoac (v) tién hanh diéu tra cac sy cb theo yéu cau
clia co quan nha nwéc.
CCTV footage, in particular, may also be used for the following purposes: (i) for quality
assurance purposes; (ii) for public safety and the safety of our personnel; (iii) detecting and
deterring suspicious, inappropriate or unauthorised use of our facilities, products, services
and/or premises; (iv) detecting and deterring criminal behaviour; and/or (v) conducting incident
investigations following the relevant requlatory authorities.

Chung tdi sé& yéu cau sw cho phép clia Quy khach trwéc khi st dung di¥ liéu ca nhan cia Quy khach
cho muyc dich khac ngoai cac muc dich da dwgc néu tai Thong Bao nay.

We will ask for your consent before using your personal data for a purpose other than those that are
set out in this Notice.

2. Loai div liéu ca nhan dwoc sir dung cé lién quan dén muc dich xtr ly
Type of personal data used is related to the processing purposes

Dwa trén Théong Bao nay, chung t6i sé thu thap cac loai di¥ liéu ca nhan khac nhau. Cac danh muc
liet ké dwdi day bao gdm nhwng khéng gidi han va co thé thay déi tiy thudc vao sdn pham hodc
dich vu:

We will collect different categories of personal data in accordance with this Notice. The following
categories are not all-inclusive and are open to change based on the provision of product or services:

e Dir liéu ca nhan co ban: Thé mau chi ky; Ho, chir dém va tén khai sinh, tén goi khac (néu
cd); Ngay, thang, ndm sinh; ngay, thang, ndm chét hodc mét tich; Gidi tinh; Noi sinh, noi déng
ky khai sinh, noi thuwdng trd, noi tam trd, noi & hién tai, qué quan va dia chi lién hé; Quéc tich;
Hinh &nh cla ca nhan; Sé dién thoai, s6 chirng minh nhan dan, s dinh danh ca nhan, sé ho
chiéu, sb gidy phép lai xe, bién s6 xe, ma s6 thué ca nhan, sé bao hiém xa hoi, sb thé bao hiém
y té; Tinh trang hén nhan; Thong tin vé méi quan hé gia dinh (cha me, con cai); Thong tin vé tai
khoan sb clia ca nhan; Cac théng tin khac gan lién véi mét con ngudi cu thé hodc gitp xac dinh
mot con nguoi cu thé khoéng thudc dir liéu ca nhan nhay cdm néu du&i day.
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Basic personal data: Specimen signature(s); Full name, middle name, and birth name; other
names (if applicable); Date, month, and year of birth; date, month, death, or disappearance;
Gender; Place of birth, place of birth registration, permanent residence, temporary residence,
current residence, hometown, and contact address; Nationality; A photograph of the individual;
Phone number, identity card number, personal identification number, passport number, driver’s
licence number, licence plate number, personal tax identification book, social insurance number,
health insurance card number; Marital status; Information on family relationships (parents,
children); Information on personal accounts; Other information attached to a particular person
or that helps identify a particular person is not specified as sensitive personal data below.

e Dir liéu ca nhan nhay cam: Quan diém chinh tri va ton gido; Tinh trang strc khde va doi tw

dwoc ghi trong hd so bénh an, khéng bao gém théng tin vé nhém mau; Théng tin lién quan dén
ngudn gbc chiing téc, ngudn gbc dan toc; Thong tin vé dic diém di truyén dwoc thira hwéng
ho&c cé dwoc clia ca nhan; Thong tin vé thudc tinh vat ly, d&c diém sinh hoc riéng clia ca nhan;
Théng tin vé ddi séng tinh duc, xu hwéng tinh duc clia ca nhan; D liéu vé t6i pham, hanh vi
pham t6i dwoe thu thap, Iwu trir béi cac co quan thwe thi phap luat; Théng tin khach hang cla
td chirc tin dung, chi nhanh ngan hang nwéc ngoai, té chirc cung (rng dich vu trung gian thanh
toan va cac t6 chirc dwoc phép khac, gébm: théng tin dinh danh khach hang theo quy dinh cla
phap luat, thong tin vé tai khoan, thdng tin vé tién givi, thong tin vé tai s&n gii, v...v...; théng tin
vé giao dich, théng tin vé td chirc, ca nhan la bén bdo dam tai td chirc tin dung, chi nhanh ngan
hang, td chire cung tng dich vu trung gian thanh toan; D@ liéu vé vj tri clia ca nhan dwoc xac
dinh qua dich vu dinh vi; D liéu ca nhan khac dwoc phap luat quy dinh la déc thu va can co
bién phap bdo mat can thiét.
Sensitive personal data: Political and religious views; Health status and private life recorded
in medical records, excluding information on blood type; information related to ethnic
background and ethnic origin; Information on inherited or acquired genetic characteristics of the
individual; Information on the individual's own physical attributes and biological characteristics;
Information on the individual's sexual life and sexual orientation; Data on crimes and offences
collected and stored by law enforcement agencies; Customer information of credit institutions,
foreign bank branches, intermediary payment service providers, and other permitted
organisations, including: Customer identification information as prescribed by law; information
on accounts; information on deposits; information on deposited assets; etc.; information on
transactions; information on organisations and individuals who are guarantors at credit
institutions, bank branches, and intermediary payment service providers; Data on the location
of individuals determined through location services; Other personal data prescribed by law is
specific and requires the necessary security measures.

e Dirliéu khac: BSP sé lwu gitr cac ban lwu lién quan do may chi tao ra khi Quy khach tim kiém
ho&c yéu cau trén (ng dung ngan hang di ddng (bao gém nhwng khoéng gi¢i han & dia chi giao
thirc internet trén thiét bi cia Quy khach, trinh duyét Quy khach da st dung, thdi gian st dung,
lich st tim kiém va twong tac, v.v.).

Other data: BSP will keep relevant records generated by the server when you browse or inquire
on mobile banking (including but not limited to the IP address of your device, the browser you
used, the time of use, browsing and clicking information records, efc.).
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3. Cach thirc xtr ly div liéu ca nhan cua Quy khach
Method for processing your personal data

Chung téi c6 thé thu thap di liéu ca nhan ctia Quy khach tir nhiéu nguén khac nhau, bao gém nhuwng
khong gi¢i han:
We may obtain your personal data from a variety of sources, including but not limited to:

e théng qua théng tin do Quy khach cung cap cho chung t6i hodc cac dai ly dwoc Gy quyén cla
chung t6i, théng qua lién hé trao dbi bang I&i ndi va van ban, trong cac van ban déng ky hoac
cdc tai liéu hd tro, khi str dung cac san pham hoéc dich vu clia ching t6i, khi tham gia khao sat
khach hang, khuyén mai, khi dang ky st dung bat ky dich vu ndo dwoc cung cip théng qua mot
trang dién tlr hoac trng dung;
through information provided by you to us or our authorised agents, both verbal and written
communications, in application forms or supporting documents, when using our products or
services, when taking part in customer surveys, promotions, when registering to use any service
provided via a website or an App;

e tlr cac nha cung (rng, bén cung cép dich vy, ddi tac, thwong nhan va bén thir ba ctia ching toi;
from our suppliers, service providers, partners, merchants and third parties;
e tlr c4c bén thir ba cd lién két v&i Quy khach, chang han nhw déng chi tai khoan, déng quan ly;
from third parties connected with you, such as joint account holders, co-directors;
e tir Ngan Hang Nha Nuéc Viet Nam hodc cac co quan c6 thAm quyén khéac tai Viét Nam hodc &
nwdc ngoai;
from the State Bank of Vietnam or other relevant requlatory authorities in Vietnam or overseas;
e thdng qua cac doan phim Iwu trir tr may quay giam sat tai co s& kinh doanh cla chung t6i;
through recorded footage from CCTV at our premises;
e thdng qua cac tap tin, tép, két ndi mang xa hoi hodc cac thiét bi/ cong cu giam sat twong tu;
va/hoac
via cookies, social media connectors or other similar tracking devices/tools; and/or
e tlr nhitng ngudn cutia bén th&r ba, ma Quy khach déng y viéc thu thap, hodc nhirng ngudn ma
viéc thu thap dwoc phap luat yéu cau hodc cho phép.
from a third-party source, where you have consented to the collection, or where collection is
required or permitted by law.
Chung t6i cé thé ghi lai thong tin trao dbi gitka Quy khach va nhan vién cla ching t6i hodc cac bén
lién quan trong pham vi dwoc phap luat yéu cau hodc cho phép. Chung t6i thu thap nhirng di liéu
nay nhdm phuc vu nhirng muc dich hop phap, bao gdm nhuwng khéng gidi han: (a) muc dich lwu tri;
(b) tuan tha cac quy dinh phap luat hién hanh; (c) tuan thd cac thd tuc va chinh sach néi bg; (d) tao
didu kién cho viéc quan ly va hd trg; (e) hé tro cac muc dich bao mat, phong nglra toéi pham va
ch6ng gian lan; va (f) diéu tra hodc phat hién viéc st dung trai phép, sai trai hoac lam dung cac dich
vu, hé théng hoac cac tai liéu khac clia ching toi.
We may record your communications and our related personnel or parties to the extent permitted or
required by applicable law. We collect these data for legitimate purposes including but not limited to:

(a) record purposes; (b) comply with applicable regulations; (c) comply with internal procedures and
policies; (d) facilitate administration and support; (e) assist with security, crime prevention and anti-
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fraud purposes; and (f) investigate or detect unauthorised, wrongful use or abuse of our services,
systems, or other materials.

Mbét hodc nhiéu hoat ddng x& ly nhw thu thap, ghi, phan tich, xac nhan, lwu tri, chinh stra, cong
khai, két hop, truy cap, truy xuét, thu hdi, ma hoa, gidi ma, sao chép, chia sé, truyén dwa, cung cép,
chuyén giao, xda, hly di¥ liéu ca nhan hoac cac hanh déng khac cé lién quan dwgc thwe hién trong
cac hé théng ctia BSP trén co s& bao mat, toan ven, sin sang va bén bi.

One or more processing activities such as collecting, recording, analysing, confirming, storing,
editing, publicising, combining, accessing, retrieving, revoking, encrypting, decoding, copying,
sharing, transmitting, supplying, transferring, deleting, and destruction of personal data or other
related actions are implemented in BSP systems on confidentiality, integrity, availability, and
resilience basis.

Chi cho phép nhirng nhan vién dwoc Oy quyén, da dwoc dao tao vé xt ly théng tin khach hang va
dwgc chi dinh xt ly/ phu trach di¥ liéu ca nhan ctia Quy khach dwgc truy cap thdng tin ca nhan cta
Quy khach.

Only authorised staff members who have received training in handling customer information andor
appointed to be dealing with/ in charge of your personal data are allowed to access your personal
information.

4. Thoéng tin vé cac té chirc, ca nhan khac cé lién quan dén muc dich xtr ly
Information on other organisations and individuals related to the processing purposes
Nham muc dich cung cip cho Quy khach cac san pham va dich vu ctia ching tdi va/hoac dé phuc

vu cac muc dich khac nhuw mé ta & trén, chung toi co thé tiét 16 dir liéu ca nhan cha Quy khach hoac
dir liéu ca nhan cla bén thr ba lién quan d&n Quy khach, cho cac bén sau:

In order to provide you with our products and services and/or to serve other purposes as described
above, we may disclose your personal data or personal data of third parties related to you, to the
following parties:

e cac cong ty va/hodc tb chirc trong mang lwéi ctia BSP;
companies and/or organisations within BSP network;

e cac nha cung cap, nha cung trng, di tac, dai ly va/hodc cb van chuyén gia da dwoc dang ky
cla chung t6i;
our registered vendors, suppliers, partners, agents and/or professional advisers;

e bat ky ngwoi nao dugc théng bao bdi Quy khach la dwoc cho phép dé dwa ra cac huwéng dan
ho&c dé st dung (cac) tai khoan/(cac) tién ich hodc cac san pham hodc céac dich vu thay cho
Quy khach;
any person notified by you as authorised to give instructions or to use the account(s)/ facility(ies)
or products or services on your behalf;

e cac co quan cé thAm quyén tién hanh diéu tra;
the relevant regulatory authorities conducting an investigation;

e tda an hoac trong tai lién quan;

a relevant court or tribunal;
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e béatky tb chirc tin dung, chi nhanh ngan hang nwéc ngoai, td chire tai chinh, thwong gia va cac
hiép hoi phat hanh thé khac lién quan dén san pham va dich vu bat ky nao ma chung téi cung
cép cho Quy khach; va/hodc;
any credit institutions, foreign bank agencies and branches, financial institutions, merchants,
and other card associations in relation to any products and services provided to you by us;
and/or

e bétky ca nhan nao, co quan c6 thdm quyén hodc bén thir ba ma ching t6i dwoc phép hodc bat
budc phai tiét 16 theo luat ctia bat ky qudc gia nao hodc theo bat ky hop ddng hodc cam két nao
khac gitra bén thir ba va chung toi.
any person, authorities or regulators or third parties to whom we are permitted or required to
disclose to under the laws of any country, or under any contractual or other commitment between
third party and us.

Chung t6i sé coi di¥ liéu ca nhan cda Quy khach la riéng tw va bdo mat va ngoai cac bén da néu &

trén, chung t6i sé khong tiét 16 di liéu cla Quy khach cho béat ky bén nao khac ngoai triv:

We wiill treat your personal data as private and confidential and apart from the parties stated above,

we will not disclose your data to any other party except:

e khicé sw ddng y ctia Quy khach;

where you have given permission;

e khi ching t6i dwoc yéu cau hodc dwoc phép tiét 16 theo quy dinh phap luat;

where we are required or permitted to do so by law;

e khichung t6i dwoc yéu cau hodc cho phép theo quyét dinh ctia tda an hodc co quan thdm quyén;

where required or authorised by any order of court or competent authority;

e khi can chia sé thong tin clia Quy khach véi bén thir ba cung cap cac dich vu hodc dic quyén
khac, BSP sé& cung cip day du thong tin va giai thich tai thoi diém cung cip dé Quy khach xem
xét chap thuan dich vu hodc dac quyén dé hay khdng; va/hoac

when it is necessary to share your information with a third party providing other services or
privileges, BSP will provide sufficient explanation and information at the time of activity, and you
are free to choose whether to accept such services or privileges, and/or

e khi ching t6i dwoc yéu cau phai dap ng nghia vu cia minh véi bat ky co quan quan ly cé lién

quan.

where we are required to meet our obligations to any relevant regulatory authority.

5. Hau qua, thiét hai khong mong mudn c6 kha ning xay ra

Consequences and unexpected damages that are likely to occur
Chung t6i sé thyc hién cac bién phap bao vé di¥ liéu ca nhan theo quy dinh ctia phap luat va theo
tiéu chuan quéc té, dong thdi thuweng xuyén cap nhat cac co ché quan ly va bao vé dé tang cwdng
kha nang bao vé khi thwc hién xt ly div liéu ca nhan.
We will implement measures to protect personal data in accordance with the provisions of the law

and global standards while also regularly updating the management and protection mechanisms to
enhance protection when performing personal data processing.
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Chung t6i sé coi di¥ liéu ca nhan cta Quy khach la riéng tw va bdo mat va ap dung cac bién phap
bat budc dé& bao vé dir liéu ca nhan, tuy nhién trong qua trinh x ly, cé thé xdy ra mot sé rdi ro ,
chang han nhw nguy co bi tin t&c tAn céng, vi-rt may tinh, kha ndng xay ra va m&c dd nghiém trong
ctia thiét hai, rd ri div liéu hodc x( ly dir liéu khéng dung cach cé thé gay hai cho BSP ciing nhw di
liéu ca nhan clia Quy khach.

We will treat your personal data as private and confidential and apply required measures for
protection of your personal data., hHowever, during the processing, there is a number of risks that
could occur, such as risk of hacking, computer virus, likelihood and severity of damage, data leakage
or improper data processing, which could harm BSP as well as your personal data.

6. Th&i gian bat dau va thoi gian két thac xa ly div liéu
Start time and end time of data processing

D@ liéu ca nhan cla Quy khach sé dwoc lwu tri trong thoi gian can thiét cho méi quan hé gitra
chuing t6i v&i Quy khach, nham tuan theo yéu ciu ctia Théng Bao nay va/hodc cac diéu khoan va
diéu kién trong (cac) théa thuan gitra Quy khach véi ching t6i, trong khoang thi gian can thiét khac
nham dap trng lgi ich cta BSP va/hoac khach hang cia BSP, hoac khi phap luat va’/hoac cac chinh
sach lién quan clia BSP quy dinh, hodc trong mot khodng thdi gian khac ma cac muc dich cho viéc
thu thap di liéu ctia Quy khach van con hiéu luc.

We wiill retain your personal data for duration as required by your relationship with us, in compliance
with this Notice and/or the terms and conditions of your agreement(s) with us, for such other period
as may be necessary to serve the interests of BSP and/or its customers, or where otherwise required
by the law and/or by BSP'’s relevant policies, or for such other period where the purposes for which
your personal data was collected remain valid.

Chung t6i s€ xda va khdng khoi phuc di¥ liéu ca nhan ctia Quy khach khi viéc lwu trikr di¥ li€u ca nhan
khéng con can thiét cho cac muc dich mé ta & trén, ngoai trir yéu cau tir cac co quan cé thdm quyén.
We shall delete and not restore your personal data where the storage of your personal data is no
longer necessary for the purposes as described above, unless otherwise required by competent
authority(ies).

7. Cac bién phap bao vé dir liéu ca nhan cta Quy khach
Measures for protection of your personal data
BSP cam két bdo vé quyén riéng tw cia Quy khach va x& ly di¥ liéu ca nhan theo quy dinh ctia phap
luat, ddng thei giam thiéu cac rai ro, tac dong tiéu cuwc va hau qua khéng mong muén, chéng han
nhw ro ri di¥ liéu hoac xt ly di liéu khdng dung cach.
BSP is committed to protect your privacy and process your personal data in compliance with the law,
as well as minimising risks, negative effects, and unexpected consequences, such as data leakage
or improper data processing.
Tai BSP, chung t6i cam két thuwc hién cac bién phap sau, bao gdm:
At BSP, we undertake to take the following measure, including to:
e chi cho phép nhirng nhan vién dwoc Gy quyén, da duwgc dao tao hodc dwoc chi dinh dé giai
quyét vé xtr ly théng tin khach hang méi dwoc truy cap vao théng tin ca nhan ciia Quy khach,
va nhirng nhan vién vi pham chinh sach bdo mat clia ching t6i sé bi xt ly ky luét.
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only authorised staff members who have received training in, or are appointed to deal with,
handling customer information are allowed to access your personal information, and staff
members who violate our privacy policy will be subject to disciplinary action.

e  khdi phuc tinh kha dung va quyén truy cép vao di liéu ca nhan mét cach kip thoi trong trvdng
hop xay ra sy cd vat ly hoac ky thuat.
to restore the availability and right to access to personal data in a timely manner in the event of
a physical or technical incident.

e thwc hién céc bién phap ky thuat va té chirc phi hop dé dam bao mirc d6 bdo mat phu hop voi
rdi ro.
to take appropriate technical and organisational measures to ensure a level of security
appropriate to the risk.

e kiém soat hé théng cAm truy cap va ngan chan sw truy cap trai phép tlr bén ngoai.
to control the access suspension system and prevent unauthorised access from outside.

e thwong xuyén cap nhat co ché quan ly va bao vé dé tang cwérng kha ndng bao vé khi xt ly di
liéu ca nhan.
regularly updating the management and protection mechanisms to enhance protection when
processing personal data.

Néu Quy khach nhan thdy co bt ky hoat déng dang ngé nao lién quan dén di liéu ca nhan cla ban
than, Quy khach can lién hé ngay cho BSP va nén thay déi mat khau truy cap cGa minh ngay lap
te.

If you become aware of any suspicious activities related to your personal data, you are requested to
BSP and are advised to change your password immediately.

8. Quyén va nghia vu ctia Quy khach

Your rights and obligations
Quy khach dwgc hwéng toan bd quyén lgi cling nhw nghia vy theo quy dinh cda phap luat.
You are entitled to have the rights and obligations as specified by law.

Chung t6i s& tuan tha yéu cau han ché hodc phan dbi viéc xt ly di¥ liéu ca nhan hodc cung cép di
liéu ca nhan ctia Quy khach trong vong 72 giér ké tir khi nhan dwoc yéu ciu hoan chinh va hop lé
va phi x& ly lién quan (néu cd) tlr Quy khach, tuy thudc vao quyén ctia ching tdi khi ap dung bét ky
trwdng hop mién triv/va hodc ngoai 18 nao theo quy dinh phap luét.

We comply with your request to restrict or object the processing of your personal data or provide
your personal data within 72 hours of receiving your duly completed and proper request and the
relevant processing fee (if any), subject to our right to rely on any statutory exemptions and/or
exceptions.

Chung t6i dwa vao dir liéu ca nhan ctia Quy khach dé cung cép cac san pham va dich vu dén Quy
khach, b&i I& d6, Quy khach can dadm bao réng tai moi thoi diém, cac thong tin do Quy khach cung
cap cho chuing toi la dung, chinh xac va day dd. Quy khach can cap nhat kip thoi tt ca thay ddi ddi
Vi cac théng tin da cung cap cho chung téi.

As we rely on your personal data to provide products and services to you, you shall ensure that at
all times the information provided by you to us is correct, accurate and complete. You shall update
us in a timely manner of all changes to the information provided to us.
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Quy khach cé thé rut lai sy déng y cia minh déi v&i bat ky hodc tat ca cac muc dich dwgc néu trong
Théng Bao nay bang vin ban theo mau cé sén tai chi nhanh cla ching t6i. Néu Quy khach rut lai
sy dong y ctia minh dbi véi bat ky hodc tat ca cac muc dich va tuy thudc vao ban chét yéu ciu cla
Quy khach, chuing t6i cé thé sé& khong tiép tuc cung cap cac san pham hoac dich vu clia ching toi
dén Quy khach. Viéc rat lai sw ddng y c6 thé lam cho dich vu cla ching t6i bj gi¢i han, han ché, tam
ngrng, hdy bd, ngdn can hodc bi cAm doan hodc duwgc xem la sw chdm durt tir phia Quy khach cho
bat ky mébi quan hé hop ddng nao ma Quy khach cé véi chiing t6i, va vi pham nghia vu hodc cac
cam két theo hop ddng ctia Quy khach, va chiing téi bao lwu rd rang cac quyén va bién phap khac
phuc hgp phap cua chung t6i trong nhirng trwdng hop dé.

You may withdraw your consent given for any or all purposes set out in this Notice in writing by using
the prescribed form which is available at our branches. If you withdraw your consent to any or all
purposes and depending on the nature of your request, we may not be able to continue to provide
our products or services to you. Your withdrawal may render our service limited, restricted,
suspended, cancelled, prevented, or prohibited or may be considered a termination by you of any
contractual relationship which you may have with us, and a breach of your contractual obligations or
undertakings, and our legal rights and remedies in such event are expressly reserved.

C. QUY DINH CHUNG/ GENERAL PROVISIONS

1. Stra dbi Thong Bao

Théng Bao nay cé thé dwoc stra dbi tly tirng thdi diém. Thong bao vé bat ky sw sira ddi nao sé
dwoc dang tai trén trang dién tlr clia ching t6i va/hodc cac phwong tién lién lac khac ma chung toi
cho la phu hop.

This Notice may be revised from time to time. Notice of any such revision will be given on our website
and/or by such other means of communication deemed suitable by us.

2. Lién hé v&i ching toi
Néu Quy khach cé béat ky cau héi hodc nhan xét nao lién quan dén Thong Bao nay hodc cach thirc

xt ly di¥ liéu ca nhan clia chung téi, vui 16ng lién hé véi ching t6i qua sb dién thoai (028) 3822.0566
hoac thw dién tlr: BSP.customer.service@sinopac.com

Should you have any questions or comments concerning this Notice or how we handle your personal
data, please contact us at phone number (028) 3822.0566 or email:
BSP.customer.service@sinopac.com
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